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ABSTRACT

In order to satisfy the requirements for security and privacy
of biometric enrolment data records, it is essential to protect
this reference data by applying appropriate template protec-
tion schemes. Bloom filters have been applied successfully
on iris biometrics and face biometrics and achieved good re-
sult in terms of irreversibility and biometric performance. In
this paper we study, whether it is feasible to employ Bloom
filters on fingerprint templates. In order to be resilient with
fingerprint sample variations, a pre-alignment process is ap-
plied prior to binary template generation. After generating
the binary template matrix, we propose to subdivide the ma-
trix and achieve a variable size of the binary template. Ex-
periments were conducted on public databases to confirm the
proposed ideas. According to experimental results, applying
Bloom filters on fingerprint template doesn’t degrade the ac-
curacy of the fingerprint recognition system. Therefore, we
can conclude that it is feasible to apply Bloom filters on fin-
gerprint biometrics.

Index Terms— fingerprint recognition, template protec-
tion, Bloom Filters

1. INTRODUCTION

Fingerprint recognition has been widely adopted to authenti-
cation systems in order to verify the idenity claim of an in-
dividual. From the security and privacy perspective, securing
the fingerprint reference data is essential because of the per-
manence properties of the biometric fingerprint characteristic.
Unlike conventional passwords, which can be re-enrolled us-
ing a new password after leakage [1] this more challenging
for biometric reference data. In addition, it has been proven
that the original fingerprint information and potentially sensi-
tive medical information can be reconstructed from a finger-
print template [2; 3]. Therefore, studying biometric template
protection schemes has received increasing attention in the
biometric community. In accordance with the international
standard ISO/IEC 24745 [4], a biometric template protection
method need to meet two major requirements:
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e Irreversibility: it should be infeasible to reconstruct
the original biometric template from the protected tem-
plate;

e Unlinkability: different versions of protected templates
can be generated from one and the same sample should
not match.

A variety of biometric template protection schemes have
been proposed in literature. These approaches can be roughly
classified into two categories: biometric cryptosystem and
cancelable biometrics (also refers to feature transformation)
[5]. The idea of biometric cryptosystem is to protect or re-
trieve the cryptographic key by using biometric data. The
comparison process is operated by verifying the hash result
of extracted key against stored hash data. There are two types
of fingerprint cryptosystems, which are based on fuzzy vault
[6; 7] and fuzzy commitment [8] respectively. The majority
of these approaches require some public information (called
the helper data) to properly align fingerprint samples, which
is critical and challenging to achieve.

Ratha et al .[9] promoted the concept of cancelable bio-
metrics, which can meet the two requirements of irreversibil-
ity and unlinkability. The idea of cancelable biometrics is to
generate as many protected template (or called transformed
template) as needed by issuing a new transformation key, and
the comparison process can be operated on transformed tem-
plates. Researchers [10; 11; 12] have employed this concept
to generate cancelable fingerprint templates. However, these
approaches caused a significant degradation in biometric per-
formance. Another feature transformation approach based on
minutia cylinder-code representation [13] achieved good per-
formance, but it doesn’t guarantee the unlinkability.

Bloom filters has been introduced in the field of research,
deriving an iris template protection scheme by Rathgeb et al.
[14; 15]. The irreversibility can be guaranteed by mapping
multiple codewords to an identical position, and unlinkabil-
ity based on application-specific secret are current research
topics with promising results [14]. Since applying Bloom fil-
ters on iris templates and also on face templates is feasible,
it inspired us to investigate the application of Bloom filters
on fingerprint templates. Comparing to iris template whose
size is fixed, the size of a fingerprint template is generally



Fig. 1: The process of transformed template generation by applying Bloom filters on fingerprint template

variable and large. This presents a challenge to apply Bloom
filters on fingerprint template. In this paper, we addressed this
challenge and explore introducing the concept of Bloom fil-
ters on fingerprint templates. The remainder of this paper is
organized as follows: Section 2 describes the details of pre-
alignment, binary template generation and the mapping to
Bloom filters; the experimental results of performance eval-
uation are reported in Section 3. Section 4 discusses future
works and concludes this paper.

2. APPLYING BLOOM FILTERS TO FINGERPRINT

As we mentioned earlier, the purpose of cancelable biometrics
is to transform the fingerprint template into a protected do-
main where the matching process can take place. Fig. 1 illus-
trates the process of generating this transformed template by
applying Bloom filters on fingerprint template. The first step
of proposed approach is a fingerprint pre-alignment module
where only minutiae which are located in a circle will be used
for the binary template generation as shown in Fig.2. The rea-
son for adding this pre-alignment module is that the minutiae
included in the circle are more robust and reliable than the
minutiae closed to border during the fingerprint sample ac-
quisition. The circle’s radius r is adjustable according to the
resolution of fingerprint sample. The centre point (Cy, Cy) of
this circle is the reference point of each sample image. This

reference point can be efficiently detected by using a simple
rule:

e (1) if only one core point is detected by fingerprint tem-
plate extractor (we chose NeuroTechnology Verifinger
6.0 extractor [16], this core point will be considered as
reference point;

e (2) if multiple core points are extracted, the uppermost
core point will be chosen as reference point;

e (3) if the extractor doesn’t detected any core point, then
the reference point will be calculated using equation

(D-2).
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where m; ;) is the X coordinate of minutia m; and my; ,) is
the Y coordinate of minutia m;.

After fingerprint alignment, the proposed approach adapted
the binary generation scheme developed by Yang [17]. Fig.
3 depicts the procedures of this scheme which will output
a binary template with size N x M, where N is a fixed
value for all samples and M relies on the number of minutiae
in each sample. The binary template is composed by the

Cp = min(my; 4)) + (D

Cy = min(m; y)) + 2)



Fig. 3: Procedures of binary template generation

Fig. 2: Pre-alignment: only minutiae (marked by red circle)
which are located in the yellow circle will be used for binary
template generation

N —dimensional binary vectors generated from each minu-
tiae vicinity. A minutiae vicinity is a basic unit which is
formed by four minutiae including a center minutia and its
three closest neighboring minutiae sorted by ascending order
based on their Euclidean distance with the center minutia
[18]. Each minutiae vicinity contains 6 orientations which
are defined between minutiae pairs as seen in Fig. 3. If we
use each orientation as X axis in a new coordinate system,
the remaining minutia pair can be geometrically-aligned. For
instance in Fig. 3, a new aligned minutiae pair J,1, J42 can
be obtained if we use the orientation O; as a new coordinate
system. Thus 6 new minutia pairs can be obtained after this
geometric alignment. A 36-dimensional vector V' can be

composed by concatenating the coordinates z, y and angle in-
formation from these 12 new minutiae. This 36-dimensional
vector will be used as input for projection and quantization
which is performed by the Equation (3).

t=Q(R"V) 3)

where RT consists of 16 random matrices used for all sam-
ples, Q(+) is a quantizer (positive as 1 and non-positive as 0)
to output an 36 * 16 bits binary string H. The post-processing
consists of two steps: firstly, the first half of H is XORed by
the latter half to downsize the binary string to H/2 bits; sec-
ondly, a N bit binary can be produced by discarding the last
H/2 — N bits, where we set H/2 > N in binary template
generation.

Since Bloom filters operate on a binary block with word
size w, we propose the binary matrix B is divided into a set of
blocks from both horizontal and vertical direction as shown in
Fig.1. From horizontal direction, the columns are partitioned
into 3 pieces separated at p'"* column and ¢*" column. From
vertical direction, the binary binary matrix will be divided
into N/w parts. For instance, the first block is B(1 : w, 1 : p)
and the second block is B(1 : w,(p + 1) : ¢). The total
number of blocks is 3 * N/w. Mapping each block BM; into
a Bloom filters b; is similar to employ Bloom filters on iris
recognition in paper[14]. A Bloom filter b is a bit array with
length 2" — 1 and initially all bits to 0. The bit at position
h, of Bloom filter b will be flipped to 1 if the decimal value
of a column is equal to h,. The bit will remain at 1 even if
there are multiple columns mapped to the same position. This
is also the reason why Bloom filters meets the irreversibility
requirement.



During the comparison phase, the dissimilarity score is
calculated by using Equation (4) for two transformed tem-
plates, where we assume R as reference and P as probe.

K
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where |b_R;| # 0,|b_P;| # 0, K is the number of Bloom
filters, b_R; is the Bloom filter in reference template R and
b_P; is the corresponding Bloom filter in probe template P.
|b| denotes the amount of bits with value 1 in a Bloom filter b.

3. PERFORMANCE EVALUATION

To evaluate the performance of template protection scheme,
researchers generally apply the stolen-token case [19] which
still guarantee the irreversibility. The following Equal Error
Rate (EER) is calculated under this assumption. In addi-
tion, a corresponding unprotected EER is also calculated
by directly using binary template without Bloom filters in
order to analyse the impact of applying Bloom filters. A
comparison score from these binary templates is calculated
as the number of match cases of all columns in the refer-
ence template and all columns in the probe templates. We
consider two columns are matched if the Hamming distance
between these two columns is less than a threshold T'H (em-
pirically we set T'H to 40). The experiments were conducted
on FVC_2002_DB1A [20], FVC_2002_DB2A [20] and
MCYT-fingerprint-100 [21]. The fingerprint extractor
adopted in our experiments is NeuroTechnology Verifinger
6.0 Extractor [16] which sorts the minutia by its coordinate
Y in default. The details of experimental setting and results
are introduced as follows.

3.1. Experiments on FVC database

The performance was evaluated on F'VC_2002_DB1A and
FV(C_2002_DB2A respectively. FV(C_2002_DB1A con-
sists of 800 samples which were captured from 100 fingers
with 8 samples per finger. These samples have the size
388%374 pixels and are generally sorted by the sample quality
in descending order. We designed two types of experiments
to study the performance variation under different setting:

e Setting one: investigate the performance impact by
varying the word size at 8, 10, 12 and 13. In this case,
the first sample of each finger is enrolled as reference
sample, and the second sample of each finger is used
for probe sample.

e Setting two: investigate the performance impact by
using different sample quality. In this setting, the first
sample of each finger is still enrolled as reference sam-
ple, but the probe sample will be chosen from second

Blocks’ EER after EER without | EER dif-
W number | Bloom filters | Bloom filters ference
8 96 0.19 -0.17
10 75 0.09 -0.07
12 63 0.04 0.02 -0.02
13 57 0.03 -0.01

Table 1: EERs on F'V(C2002_DB1A under different word
size (Setting one)

sample, third sample and sixth sample respectively.
And the word size w is fixed at 13.
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Fig. 4. DET curve on F'V(C2002_.DB1A under different
word size (Setting one)

The radius r of the circle which is used in pre-alignment
processing is set to 190 in FVC_2002_.DB1A, and p =
45, q = 90. Fig.4 illustrates Detection Error Trade-off (DET)
curve under setting one for F'VC_2002_DB1A. We can ob-
serve that the performance significantly improves as long as
word size w increases. On the other hand, the computational
complexity also rises with word size. Therefore, increasing
the word size has to stop at some point where the system can
afford the complexity. Table 1 lists the ERRs after applying
Bloom filters and ERRs without Bloom filters under Setting
one. We can see accuracy performance slight decrease at
word size w = 13. Table 2 gives the EERs under Setting
two. Observed from the results, the fingerprint quality has
heave impact on the accuracy performance which would be a
challenging work in the future.

These two settings were also applied on database F'V C'_
2002_DB2A which has the sample image with size 296 x
560 pixels. The parameters in this database were set as 7 =
210,p = 45,q = 90. Fig.5 illustrates the DET curve un-
der Setting one using different word sizes. Table 4 lists the



Blocks’ EER after EER without | EER dif-
W number | Bloom filters | Bloom filters ference
8 96 0.16 -0.15
10 75 0.03 -0.02
12 63 0.01 0.01 0
13 57 0.005 +0.05

Probe EER after EER without | EER dif-
samples Bloom filters | Bloom filters ference
Second 0.03 0.02 -0.01
sample

Third 0.07 0.02 0.05
sample

Sixth 0.14 0.05 -0.09
sample

Table 2: EERs on F'V(C2002_DB1A using different probe
samples (Setting two)

EERs for this setting, and Table 4 gives the EERs for using
different samples as probe. We can see that the biometric
performance even slightly better than the performance with-
out using Bloom filters, although the performance still suffers
from the low sample quality.
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Fig. 5: DET curve on F'V(C2002_DB2A under different
word size (Setting one)

3.2. Experiments on MCYT100

The experiments were also conducted on M CY T-fingerp-
rint-100[21] which consists of 100 subjects with 10 fingers
used for fingerprint sample acquisition. We chose the sam-
ple with size 256 x 400 captured by an optical capture de-
vice which is model UareU from Digital Persona[21]. We
selected the third sample of each finger as reference, and the
second sample of each finger as probe due to the observa-
tion that these two samples have better quality comparing to
the remaining samples. The rest of parameters were set as
r = 115,p = 45,q = 90. Table 5 lists the ERRs for ten
fingers respectively. The results show that using proposed ap-
proach on 6" finger doesn’t lose any information after ap-

Table 3: EERs on F'V(C2002_DB2A under different word
size (Setting one)

Probe EER after EER without | EER dif-
samples Bloom filters | Bloom filters ference
Second 0.005 0.01 +0.005
sample

Third 0.03 0.003 -0.027
sample

Sixth 0.11 0.06 -0.05
sample

Table 4: EERs on F'V(C2002_DB2A using different probe
samples (Setting two)

plying Bloom filters comparing to the performance without
Bloom filters. The performance on the rest of fingers slight
decreases.

4. CONCLUSION

Due to the concerns of security and privacy on biometric
data, we studied applying Bloom filters to protected the fin-
gerprint template in this paper. A pre-alignment process is
deployed before generating the binary template in order to be
robust with the fingerprint sample translation. In addition, we

Finger ID EER after EER without | EER dif-
Bloom filters | Bloom filters ference
0 0.01 0.003 -0.007
1 0.04 0.02 -0.02
2 0.04 0.03 -0.01
3 0.07 0.03 -0.04
4 0.05 0.02 -0-03
5 0.03 0.01 -0.02
6 0.03 0.03 0
7 0.08 0.04 -0.04
8 0.09 0.07 -0.02
9 0.06 0.03 -0.03

Table 5: ERRs on database M CY T-fingerprint-100 run-
ning for ten fingers respectively



proposed to divide the binary template matrix from both hori-
zontal direction and vertical direction since the size of finger-
print binary template is large and variable. Experiments were
conducted on FV(C2002_BD1A, FV(C2002_.BD2A and
MCYT-fingerprint-100 respectively. According to the
performance evaluation, the biometric performance doesn’t
degrade after applying Bloom filters if the fingerprint sam-
ple has good quality. Therefore, we can conclude that it
is feasible to apply Bloom filters on fingerprint biometrics.
Moreover, the biometric performance is still suffering from
poor quality fingerprint images based on the experimental
results. Our future work will focus on improving proposed
approach which can be resilient to the low quality samples.
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