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General description
- Hochschule Darmstadt (HDA) emerged as an industry needs oriented research educational institution in 1971
- Student body of about 17,000 - one of the largest and most distinguished universities of applied sciences in Germany. 
- The Faculty of Computer Science has about 2,000 students. Over 40 professors and 20 lab engineers.

Main research group/people working in the Cybersecurity related fields

Hochschule Darmstadt

3

Shor t  desc r ip t ion

Research group da/sec (Busch/Rathgeb): 
https://dasec.h-da.de/

Research group ACSD (Krauss/Wiesmaier) 
https://fbi.h-da.de/index.php?id=1065

Research group USD (Heinemann/Lange) 
https://ucs.h-da.io/

Research group Networks (Stiemerling) 
https://fbi.h-da.de/personen/martin-stiemerling
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Main research activities
Biometrics, User Centered Security, Applied cryptography, post-quantum cryptography, design and formal security analyses of protocols, long-term 
security

Main technical expertise
Signal Processing, Deep Learning, Usability Testing, Automotive Security, Network Security, Embedded Systems

National and international network/partners
German Federal Office for Information Security, U.S. NIST, Federal Criminal Police, eu-LISA, Hessian Police, Idemia, HIG Global, Bundesdruckerei
Volkswagen AG, BMW, Infineon, NXP, Continental, Deutsche Telekom, Deutsche Post, MTG AG, Bosch, ZF, Denso, Allianz, Schaeffler Group
FU Berlin, TU Eindhoven, KU Leuven, NTU Singapore, TU Luxembourg, Academia Sinica Taiwan, Fraunhofer Society, Max Planck Institute, TU 
Darmstadt

Hochschule Darmstadt
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Research  &  Tech  Exper t i se
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 IT-Security in Darmstadt	

National Research Center for Applied Cybersecurity (ATHENE) 
• 400+ scientist from 47+ countries

CYSEC research group at 
TU Darmstadt

Fraunhofer Institute  
for Secure Information Technology SIT

Fraunhofer Institute 
for Computer Graphics Research IGD

da/sec  research group at 
Hochschule Darmstadt
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 IT-Security in Darmstadt	

National Research Center for Applied Cybersecurity (ATHENE) 
• 25 scientist from Hochschule Darmstadt and Fraunhofer IGD
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https://ngbs.athene-center.de/
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What is biometrics? 
• International Organization for Standardization defines: 

‣ Biometrics:  
“automated recognition of individuals based on their  
behavioural and biological characteristics ” 

‣ Remark: behavioural has to do with the function of the body 
biological / anatomical has to do with the structure of the body 

Research Area Biometrics
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Application Oriented Research 
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Morphing Attack Detection

Morphing of face image can be exploit 
for a passport enrolment attack 
• morphing can transform one face image into the other 
• and you can stop half way in the transformation 
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Differential method (D-MAD) with deep learning 
• Deep Face representations of Deep CNNs 

 
 
 
 
 
 
 
 
 

‣ Deep representations extracted by the neural network (on the lowest layer) 
‣ Feature space with small dimension: 512 (for ArcFace / MagFace)   
‣ SVM with radial basis function 

 
 

Morphing Attack Detection (MAD)
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[SRMB2020] U. Scherhag, C. Rathgeb, J. Merkle, C. Busch: "Deep Face Representations for Differential Morphing 
Attack Detection", in IEEE Transactions on Information Forensics and Security (TIFS), (2020)  

  

trusted live
capture

Face pre-
processing

Morph
(reject)

Bona fide
(accept)

Face pre-
processing

Deep face
representation
extraction

Deep face
representation
extraction

Feature
combination

reference image

probe image

(potential morph)

Machine
learning-based

decision

suspected image



Biometric Research 2024-10-02Christoph Busch 

NIST-FATE-MORPH

NIST IR 8292 report presented June, 2024 
FATE-MORPH since 2019 
https://pages.nist.gov/frvt/html/frvt_morph.html 

• Results for MAD algorithms 
from eleven research labs: 
‣ University of Bologna (UBO)  

‣ Norwegian University  
of Science and Technology (NTNU)  

‣ Hochschule Darmstadt (HDA) 

‣ West Virginia University (WVU)  

‣ Universidade de Coimbra (VIS) 

‣ Kempelen Institute of Intelligent Technologies  

‣ Fraunhofer (HHI) 

‣ Idemia (IDM) 

‣ secunet (SEC) 

‣ Neurotechnology (NET) 

‣ Vision Box (VIS) 
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NIST-FATE-MORPH

NIST IR 8292 report presented June, 2024 
• Performance of Automated Face Morph Detection 

https://pages.nist.gov/frvt/reports/morph/frvt_morph_report.pdf 
• Results for high quality morphs versus print and scanned 

‣ note the low number of print and scanned images 

12

[SRMB2020]  
Deep Face representation



Biometric Research 2024-10-02Christoph Busch 

Fingerprint Image Quality Assessment

NFIQ2.0 
• Performance improvements can be achieved  

by improving data quality of biometric references. 
 
 
 
 

• Measure quality by filtering the signal and  
determine the utility of a fingerprint sample. 
 
 
 

• Research results constitute the content of ISO/IEC 29794-4
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character' environment'behavior Imaging/system'

http://www.christoph-busch.de/projects-nfiq2.html
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Quality Metrics for Fingerprint Images 

NFIQ2.0  
• Is this (ISO/IEC 29794-4) a relevant standard? 
• YES - the Entry Exit System implementing decision 2019/329 

defines the mandatory use: 

• „At the moment of enrolment,  
the version 2.0 (or newer version)  
of the Fingerprint Image Quality (NFIQ)  
metric …. shall be used for verifying  
that the quality of the captured fingerprint  
data respects the thresholds …“ 
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http://www.christoph-busch.de/projects-nfiq2.html
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Face Image Quality in the EES

The objective in the EES implementing decision 2019/329 
• „The quality of the facial images, … and  

with the image requirements of  
ISO/IEC 19794-5:2011 Frontal image type“  

What does that mean? 

Data subjects need actionable feedback 
• If quality is poor, then what went wrong?
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Source:  ISO/IEC 39794-5

Pose Eyes open Mouth open Inhomogenous backgroundCompliant image



ISO/IEC 29794-5 is aligned with both 
• ISO/IEC 19794-5:2011 
• ISO/IEC 39794-5:2019 

Measures 
• 7.2 Unified quality score 
• 7.3 Capture-related  

      quality measures 
• 7.4. Subject-related  

        quality measures 

Sample Quality 2024Christoph Busch 

ISO/IEC 29794-5: Face Image Quality

16

source: ISO/IEC 39794-5:2019, Annex D 
https://www.iso.org/standard/72156.html

Image Source: ISO/IEC 39794-5Image Source: ISO/IEC 19794-5:2011

https://christoph-busch.de/projects-ofiq.html



ISO/IEC FDIS 29794-5 quality measures in detail 
 
                                                                                  

                                         

Sample Quality 2024Christoph Busch 

ISO/IEC IS 29794-5: Face Image Quality
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Capture device related

Subject related



C y b e r s e c u r i t y :  S c e n a r i o s  a n d  S e r v i c e s  f o r  C o m p a n i e s  -  0 2  /  1 0  /  2 0 2 4

Description of most important projects with information like: title/funding level/partners/main topic/output/application/impact

Title: ATHENE NGBS
Funding: Total: ~ 8,9 Mio Eur / h_da ~4,8 Mio Eur 
Partners: Fraunhofer SIT, Hochschule Darmstadt, Technische Universität Darmstadt  https://ngbs.athene-center.de/ 
Main topic: Next Generation Biometric Systems
Output: Robust, secure, privacy compliant and quality ensuring biometric algorithms 
Application: Biometric recognition systems 
Impact: Access control systems 

Title: iMARS – image Manipulation Attack Resolving Solutions (H2020)
Funding: Total: ~6,9 Mio Eur / h_da: ~476,000 Eur
Partners: Idemia, BKA, NTNU, others - see: https://cordis.europa.eu/project/id/883356
Main topic: Morphing Attack Detection / Face Image Quality Assessment
Output: Morphing Attack Detection mechanisms
Application: Biometric Face Recognition Systems
Impact: Robustness of Border Control

Title: EINSTEIN – Advancing the fight against identity fraud (H2020)
Funding: Total: ~5,4 Mio Eur / h_da: ~476,000 Eur
Partners: EKEKTA, Veridos, Idemia, Fraunhofer, others - see: https://cordis.europa.eu/project/id/101121280
Main topic: Morphing Attack Detection / Face Image Quality Assessment
Output: Morphing Attack Detection mechanisms
Application: Biometric Face Recognition Systems / Biometrics on the Move
Impact: Robustness of Border Control

Hochschule Darmstadt
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Pro jec ts
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Description of most important projects with information like: title/funding level/partners/main topic/output/application/impact

Title: PARFAIT – Post-quantum cryptography for automotive components
Funding: Total: ~4,43 Mio Eur / h_da: ~885,000 Eur
Partners: Infineon Technologies AG, DENSO AUTOMOTIVE Deutschland GmbH, Vitesco Technologies Germany GmbH,

Fraunhofer AISEC, Freie Universität Berlin, Hochschule Darmstadt, Hochschule RheinMain, Technische Universität Darmstadt,
Continental Automotive Technologies GmbH, Volkswagen AG, Max Planck Institute for Security and Privacy

Main topic: Promoting the use of post-quantum cryptography (PQC) and crypto-agility in the automotive sector
Output: Technological solutions and operational and process concepts to protect vehicles throughout their lifecycle
Application: Automotive sector
Impact:  Secure future automotive components and infrastructures

Title: QR  PACE -PQC Building Blocks for eCard Applications
Funding: Total: ~ 784,000 Eur / h_da ~509,000 Eur 
Partners: Fraunhofer SIT, Hochschule Darmstadt, Technische Universität Darmstadt 
Main topic: Promoting the use of post-quantum cryptography (PQC) and crypto-agility in eCard Applications
Output: Quantum-resilient password authenticated key exchange protocol  
Application: Smart cards, wireless networks 
Impact: Secure future eCard applications and infrastructures

Title: HECA - Hardening of emergency vehicles to protect against cyber attacks  
Funding: Total / h_da: ~340.000€ 
Partners: Hessian Police Department for Technology, Hochschule Darmstadt 
Main topic: Security evaluation of emergency vehicles considering special requirements of police and other first responders, development of

approaches for hardening emergency vehicles against cyber attacks, practical evaluation in real police cars 
Output: Security evaluation methodology, practical security analyses, hardening mechanisms for emergency vehicles 
Application: Automotive Sector 
Impact: Securing of current and future emergency vehicles against cyber attacks

Hochschule Darmstadt

19
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Hochschule Darmstadt
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Pro jec ts

+49-6151-16-30090

https://www.athene-center.de

Telefon +49-6151-533-30090	
https://dasec.h-da.de

Schöfferstr. 3	
64295 Darmstadt, Germany	
christoph.busch@h-da.de


