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Agenda
• EES and Biometric Sample Quality

• NFIQ2 development

• Biometric standards developed in SC37

• Open source OFIQ for face samples

• Recommendations to join the efforts
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EES and Biometric Sample Quality 
NFIQ2.0 Development
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Quality Metrics for Fingerprint Images 
NFIQ2.0 

• The Entry Exit System implementing decision 2019/329 

defines the mandatory use: 

• „At the moment of enrolment,  
the version 2.0 (or newer version)  
of the Fingerprint Image Quality (NFIQ)  
metric …. shall be used for verifying  
that the quality of the captured fingerprint  
data respects the thresholds …“ 
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Quality Metrics for Fingerprint Images 
The NFIQ2.0 approach

• Measure quality by filtering the signal and determine 

the utility of a fingerprint sample. 
 
 
 
 

• Providing constructive feedback only possible  
if cause of poor quality is known. 
 
 
 

• NFIQ2.0 constitutes the content of ISO/IEC 29794-4
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Quality Metrics for Fingerprint Images 
How was NFIQ2.0 developed?

• 2010 - 2021 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Quality Metrics for Fingerprint Images 
How was NFIQ2.0 developed?

• 2010 - 2021 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Quality Metrics for Fingerprint Images 
How was NFIQ2.0 developed?

• 2010 - 2021 

 
 
 
 
 

• NFIQ2.2 in 2023

‣ Verified quality feature stability over >2 million fingerprints 

‣ Adopted to latest OpenCV

‣ Pre-compiled binaries for various OS


• Continuation of the maintenance can be expected
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Quality Metrics for Fingerprint Images 
How was NFIQ2.0 developed?

• 2010 - 2021 

 
 
 
 
 
 
 

• Status 2023

‣ NFIQ2.2 in GitHub: https://github.com/usnistgov/NFIQ2

‣ ISO/IEC 29794-4: https://www.iso.org/standard/62791.html
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EES and Biometric Sample Quality 
Face Image Data

10



Biometric Sample Quality 2023-06-09
Christoph Busch 

Face Image Quality in the EES
The objective in the EES implementing decision 2019/329

• „The quality of the facial images, … and  

with the image requirements of  
ISO/IEC 19794-5:2011 Frontal image type“ 


What does that mean? 

Data subjects need actionable feedback


• If quality is poor, then what went wrong?
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Source:  ISO/IEC 39794-5

Pose Eyes	open Mouth	open Inhomogenous	backgroundCompliant	image



Biometric Sample Quality 2023-06-09
Christoph Busch 

Quality Measures for Facial Images 
How to develop face quality measures?  (1)

• Strong Interest of the Industry  

offering proprietary solutions with claimed performance

• Industry solution might well predict recognition performance 

for their own face recognition system

• Risk of vendor lock-in

• Rather allow transparency and exchangeability 

with a standardised approach
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Quality Measures for Facial Images 
How to develop face quality measures?  (2)

• Strong confusion in the industry regarding 

what means „ICAO compliance“ ?

• In operational environment it is hard to achieve 

‣ why and when should we insist on ICAO compliance?

‣ for machine based comparison and human comparison


• As for fingerprint: Let a standardised methodology decide

‣ what is an ICAO compliant image

‣ and what is NOT an ICAO compliant image
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Quality Measures for Facial Images 
How to develop face quality measures? - Standardisation

• 2021 - 2024 

 
 
 
 
 
 
 

• International Organization for Standardization, ISO/IEC 
29794-5, Information technology - Biometric sample quality - 
Part 5: Face image data”, https://www.iso.org/standard/81005.html


• Committee Draft (CD) available at:  
https://www.iso.org/home.isoDocumentsDownload.do?t=6SGyH5oqfHN_g4rhcubyOKS8k92pBa-
zIVRiyvuIg3XNLdCFVp-GrxGiR-E4OCME&CSRFTOKEN=3V4D-MXKO-U9KD-1ONV-NVMX-BET5-
SYKF-686T
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Quality Score Algorithms - Standards
Quality assessment algorithms

• according ISO/IEC 29794-1
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Quality-Related Standards
ISO/IEC 29794-5 will be aligned with both

• ISO/IEC 19794-5:2011

• ISO/IEC 39794-5:2019


Definitions

• 6.2 Unified quality score 

     

• 6.3 Capture-related  

      quality elements

• 6.4. Subject-related  

        quality elements
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source: ISO/IEC 39794-5:2019, Annex D 
https://www.iso.org/standard/72156.html
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ISO/IEC IS 29794-5: Face Image Quality
ISO/IEC CD1 29794-5 quality measures in detail 
 
                                         This is a draft table


‣                                            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Quality Measures for Facial Images 
How to develop face quality measures? - Specification

• 2021 - 2024 

 
 
 
 
 
 

• Joint events of NIST and EAB

‣ to develop the specification for the OFIQ 

under participation of the stakeholders (i.e. the end users)

‣ 2021: https://eab.org/events/program/261

‣ 2022: https://www.nist.gov/news-events/events/2022/11/international-face-performance-conference-ifpc-2022 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Quality Measures for Facial Images 
How to develop face quality measures? - Development

• Open source approach!

• Open source Face Image Quality (OFIQ) 

‣ reference implementation to ISO/IEC 29794-5 

‣ kindly supported by the German BSI 

‣ developed by secunet

‣ quality measures will be tested  

with the NIST FRVT SIDD evaluation  
before they are integrated in OFIQ


• OFIQ was introduced at the 2022 International Face 
Performance Conference (IFPC). 

‣ See: https://pages.nist.gov/ifpc/2022/videos/02.mp4

‣ see also: https://github.com/BSI-OFIQ/OFIQ-Project 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Quality Measures for Facial Images 
How to develop face quality measures? - Productisation

• 2021 - 2024 

 
 
 
 
 
 

• Academic research  
 

• OFIQ-Development 
(i.e. „Productisation“) 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Quality Measures for Facial Images 
How to develop standardised face quality measures?

• 2021 - 2024 

 
 
 
 
 

• NIST FRVT Quality Assessment  
https://pages.nist.gov/frvt/html/frvt_quality.html 


• FRVT Quality Assessment - Specific Image Defect Detection 
https://pages.nist.gov/frvt/api/FRVT_ongoing_quality_sidd_api.pdf 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Quality Measures for Facial Images 
How to develop face quality measures? - Roles

• 2021 - 2024 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Summary and Recommendations
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Progress for OFIQ
Standardisation - why enforcing algorithms  
in ISO/IEC 29794-5 is important:

• ISO/IEC 29794-5 should be consistent with ISO/IEC 

29794-4, which enforced quality measures

• Quality measures shall consider the diversity of face 

recognition algorithms (and not only predict one vendor)

‣ Only an enforced implementation of quality measures,  

can prevent a vendor-lock-in situation for the operator


• We can not break with ISO/IEC 29794-1, which requires in 
Clause 7.1.2: “Different versions of a quality assessment 
algorithm that yield different results shall be assigned 
different QAIDs to allow for unique identification.”


• Conformance testing as in 29794-4 would be impossible 
without explicit algorithms and tables in the standard, which 
define for a given input image the expected score 
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Recommendation
Support ISO/IEC 29794-5 and the

reference implementation OFIQ

• It can be foreseen that conformance with ISO/IEC 29794-5 

will be required in upcoming call for tenders. 

• For interoperability of operational systems, it is crucial to 

require explicit algorithms and ensure strict alignment of  
ISO/IEC 29794-5 and OFIQ


• Join the ISO/IEC JTC1 SC37 WG3 for the meeting 
on June 27 and 29 (in Tallinn) on ISO/IEC 29794-5


• Register now as representative of your institution

‣ https://www.iso.org/members.html

‣ https://sd.iso.org/meetings/126252
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Contact	
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27

+49-6151-16-30090

https://www.athene-center.de

Telefon	+49-6151-533-30090 
https://dasec.h-da.de

Schoefferstr.	3 
64295	Darmstadt,	Germany 
christoph.busch@h-da.de


